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PUBLIC ACCESS OPINION 24-008
(Request for Review 2024 PAC 81170)

FREEDOM OF INFORMATION ACT:
Meaning of "Security Measures"
in Section 7(1)(v) of FOIA

Ms. Sasha Mothershead

Fair Housing Specialist

HOPE Fair Housing Center

- 202 West Willow Avenue, Suite 203
Wheaton, Illinois 60187

Mr. Julio C. Hernandez

FOIA Officer

Government and External Affairs
Chicago Housing Authority

60 East Van Buren

Chicago, Illinois 60605

Dear Ms. Mothershead and Mr. Hernandez;:

This binding opinion is issued pursuant to section 9.5(f) of the Freedom of
Information Act (FOIA) (5 ILCS 140/9.5(f) (West 2022), as amended by Public Act 103-069,
effective January 1, 2024). For the reasons discussed below, this office concludes that the
Chicago Housing Authority (CHA) violated the requirements of FOIA by improperly partially
denying Ms. Sasha Mothershead's FOIA request.

BACKGROUND
On March 15, 2024, Ms. Mothershead submitted a FOIA request to the CHA, on

behalf of the HOPE Fair Housing Center (HOPE), seeking an Excel file of certain information
about each CHA Scattered Site property, including "Unit Address" and "Unit Status (ie. occupied
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ANALYSIS

Section 1 of FOIA (5 ILCS 140/1 (West 2022)) declares that "it is the public
policy of the State of Illinois that access by all persons to public records promotes the
transparency and accountability of public bodies at all levels of government." Under FOIA,
"[a]ll records in the custody or possession of a public body are presumed to be open to inspection
or copying. Any public body that asserts that a record is exempt from disclosure has the burden
of proving by clear and convincing evidence that it is exempt." 5 ILCS 140/1.2 (West 2022).
The Illinois Supreme Court has "on several occasions, held that the exceptions to disclosure set
forth in the FOIA are to be read narrowly so as not to defeat the FOIA's intended purpose.”
Southern lllinoisan v. lllinois Department of Public Health, 218 111. 2d 390, 416 (2006).

Section 7(1)(v) of FOIA exempts from disclosure:

Vulnerability assessments, security measures, and response
policies or plans that are designed to identify, prevent, or respond
fo potential attacks upon a community's population or systems,
facilities, or installations, but only to the extent that disclosure
could reasonably be expected to expose the vulnerability or
jeopardize the effectiveness of the measures, policies, or plans, or
the safety of the personnel who implement them or the public.
Information exempt under this item may include such things as
details pertaining to the mobilization or deployment of personnel
or equipment, to the operation of communication systems or
protocols, to cybersecurity vulnerabilities, or to tactical operations.
(Emphasis added.)

In construing a statute, the primary objective is to ascertain and give effect to the
intent of the General Assembly. Southern Illinoisan, 218 1ll. 2d at 415. "[T]he surest and most
reliable indicator of" legislative intent "is the statutory language itself, given its plain and
ordinary meaning." Board of Education of Springfield School District No. 186 v. Attorney
General of lllinois, 2017 1L 120343, 9 24.

By its plain language, section 7(1)(v) applies to records that meet three
requirements. First, section 7(1)(v) applies to vulnerability assessments, security measures, and
response policies or plans. Second, the vulnerability assessment, security measure, or response
policy or plan must be created for the purpose of identifying, preventing, or responding to
potential attacks on a community or its infrastructure. Finally, the disclosure of the vulnerability
assessment, security measure, or response policy or plan could reasonably be expected to expose
the vulnerability or jeopardize the effectiveness of the measures, policies, or plans, or the safety
of the personnel who implement them or the public.

Section 7(1)(v) is narrow in scope and limited to specific types of records, unlike
certain other FOIA exemptions that may apply to a wide variety of records and pieces of
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information. For example, the exemption in section 7(1)(c)!” of FOIA—for information that
would constitute a clearly unwarranted invasion of personal privacy if disclosed—may apply to
assorted highly personal information regardless of whether it is found in a police report, e-mail,
résumé, or other kind of record. In contrast, to be exempt from disclosure under section 7(1)(v),
a record (or information within a record) must first consist of or depict a vulnerability
assessment, a security measure, a response policy, or a response plan. Previous binding opinions
of this office have concluded that the numbers of police officers assigned to each police district
in a city,'® police officer attendance records,'® and emergency response times?® were improperly
redacted or withheld under section 7(1)(v) because they did not meet the threshold requirement
of constituting or containing vulnerability assessments, security measures, or response policies or
plans.

In its response to this office, CHA stated that it redacted all but the second digit
from each address "as a security measure * * * because the CHA has faced problems with
housing activities and others forcibly entering vacant units and squatting in them."*! Here and
throughout its response, CHA framed redacting the addresses as taking a security measure, rather
than asserting that the addresses themselves constitute or depict a security measure designed to
identify, prevent, or respond to potential attacks. For instance, CHA argued:

CHA's redactions of all but the second digit of the vacant
housing as a security measure is reasonable under the
circumstances given the security concerns for housing activities
taking "self-help" measures, breaking locks and changing locks,
and then squatting in CHA's vacant premises. This has happened at
least eight times where eviction of the squatters was required. This
requires CHA to expend additional resources to evict these
squatters and repair the damage they caused. (Emphasis in
original.)!??!

175 TLCS 140/7(1)(c) (West 2022), as amended by Public Acts 103-154, effective June 30, 2023;
103-423, effective January 1, 2024, 103-462, effective August 4, 2023; 103-446, effective August 4, 2023; 103-540,
effective January 1, 2024; 103-554, effective January 1, 2024,

8111, Att'y Gen. Pub. Acc. Op. No. 11-002, issued February 25,2011, at 3.

111, Att'y Gen. Pub. Acc. Op. No. 21-005, issued June 2, 2021, at 7.

2111. Att'y Gen. Pub. Acc. Op. No. 21-012, issued December 16, 2021, at 10.

ILetter from TaSheena Cunningham-Rimmer, Senior Assistant General Counsel, Office of the
General Counsel, Chicago Housing Authority, to Joshua Jones, Deputy Bureau Chief, Public Access Bureau, Office
of the Illinois Attorney General (May 21, 2024), at 1.

22 etter from TaSheena Cunningham-Rimmer, Senior Assistant General Counsel, Office of the

General Counsel, Chicago Housing Authority, to Joshua Jones, Deputy Bureau Chief, Public Access Bureau, Office
of the Illinois Attorney General (May 21, 2024), at 2.
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street addresses. The Request for Review was timely filed and otherwise complies with the
requirements of section 9.5(a) of FOIA (5 ILCS 140/9.5(a) (West 2022), as amended by Public
Act 103-069, effective January 1, 2024). Accordingly, the Attorney General may properly issue
a binding opinion with respect to this matter.

4) On April 26, 2024, the Public Access Bureau sent a copy of the Request for
Review to CHA. The Public Access Bureau also sent CHA a letter asking for an unredacted
copy of the responsive record for this office's confidential review, and a detailed explanation of
the legal and factual bases for the applicability of the asserted exemption.

5) On May 21, 2024, CHA provided this office with an unredacted copy of the
responsive spreadsheet and its written answer.

6) On May 23, 2024, the Public Access Bureau forwarded a copy of CHA's
answer to Ms. Mothershead and notified her of her opportunity to reply. On June 3, 2024, Ms.
MacKenzie Speer, counsel for the HOPE Fair Housing Center at the Chicago Lawyers'
Committee for Civil Rights, submitted a reply.

7) Section 7(1)(v) of FOIA exempts from disclosure "[v]ulnerability assessments,
security measures, and response policies or plans that are designed to identify, prevent, or
respond to potential attacks upon a community's population or systems, facilities, or installations,
but only to the extent that disclosure could reasonably be expected to expose the vulnerability or
jeopardize the effectiveness of the measures, policies, or plans, or the safety of the personnel
who implement them or the public." Under the plain language of section 7(1)(v), a record must
meet the threshold requirement of consisting of or depicting a vulnerability assessment, security
measure, or response policy or plan to qualify for redaction under this section.

8) The street addresses of CHA's Scattered Site properties do not consist of or
depict vulnerability assessments, security measures, or response policies or plans that are
designed to identify, prevent, or respond to potential attacks. Accordingly, CHA did not
demonstrate that the redacted portions of the street addresses fall within the plain language of the
section 7(1)(v) exemption.

Therefore, it is the opinion of the Attorney General that the Chicago Housing
Authority violated the requirements of FOIA by improperly redacting portions of the street
addresses responsive to Ms. Mothershead's Freedom of Information Act request. Accordingly,
CHA is hereby directed to take immediate and appropriate action to comply with this opinion by
providing Ms. Mothershead and the HOPE Fair Housing Center with the full street addresses
responsive to the March 15, 2024, FOIA request.

This opinion shall be considered a final decision of an administrative agency for
the purposes of administrative review under the Administrative Review Law. 735 ILCS 5/3-101
et seq. (West 2022). An aggrieved party may obtain judicial review of the decision by filing a
complaint for administrative review with the Circuit Court of Cook or Sangamon County within
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>f the date of this decision naming the Attorney General of Illinois and Ms. Sasha
1ead as defendants. See 5 ILCS 140/11.5 (West 2022).

Very truly yours,

KWAME RAOUL
ATTORNEY GENERAL

By:

.
aiiva ovpuyy cawurany Jeneral

1s. MacKenzie Speer

rogram Counsel

‘hicago Lawyers' Committee for Civil Rights
00 North LaSalle Street, Suite 600

‘hicago, Illinois 60602

1s. TaSheena Cunningham-Rimmer
enior Assistant General Counsel
Mfice of the General Counsel
‘hicago Housing Authority

0 East Van Buren, 12th Floor
‘hicago, Illinois 60605



CERTIFICATE OF SERVICE

Steve Silverman, Bureau Chief, Public Access Bureau, hereby certifies that he has

served a copy of the foregoing Binding Opinion (Public Access Opinion 24-008) upon:

Ms. Sasha Mothershead

Fair Housing Specialist

HOPE Fair Housing Center

202 West Willow Avenue, Suite 203
Wheaton, Illinois 60187
Sasha.mothershead@hopefair.org

Mr. Julio C. Hernandez

FOIA Officer

Government and External Affairs
Chicago Housing Authority

60 East Van Buren

Chicago, Illinois 60605
FOIArequest@thecha.org

Ms. MacKenzie Speer

Program Counsel

Chicago Lawyers' Committee for Civil Rights
100 North LaSalle Street, Suite 600

Chicago, Illinois 60602

mspeer@clccrul.org

Ms. TaSheena Cunningham-Rimmer
Senior Assistant General Counsel
Office of the General Counsel
Chicago Housing Authority

60 East Van Buren, 12th Floor
Chicago, Illinois 60605
tcunningham(@thecha.org

by causing a true copy thereof to be sent electronically to the addresses as listed above and by

causing to be mailed a true copy thereof in correctly addressed, prepaid envelopes to be



deposited in the United States mail at Chicago, Illinois on June 21, 2024.

<o

Steve Silverman
Bureau Chief

Steve Silverman

Bureau Chief

Public Access Bureau

Office of the Attorney General
100 West Randolph Street
Chicago, Illinois 60601

(312) 814-6756





